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MeTa TPEeHIHry

Po3ymiHHA 9K gie Eatopoam

AKi BIH gae nepeBaru

Ak HanawTyBaTn Eaotopoam B Ballomy
HaBYanbHOMY 3aknagj

. Bignosigi Ha 3anuTaHHA
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3aranbHi BigoMocCTi

Ornan

LLlo ue Take?

Ak ue npautoe?

Entopoam Ta NREN

EQtopoM Ta OCBITAHCBLKUI 3aKnan
. Bumoru

BnpoBagxeHHs

Y
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Oornsan

Ak 6barato NREN-iB npunmatlots yyacTtb?
Ak baraTo OCBITAHCBKUX 3aKnaaiB NpUmnMMarTb

yyYacTb?
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Lllo ue Take?

[ mnobarnbHa dpenepadis
opraHi3ayiv LWo HagaTb
OocTyn Ao IHTepHeT
FONTOBHUM YNHOM
yepes WIFI

Y
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[lepeBarn

Ilerknm poymiHr

KoXXHUN KopucTyBad € iAeHTUdIKoOBaHUN
Mo>XnnBo npoBeAeHHSA ayaiTy Ta NnoripoBaHHS
[lonomarae B pasi po3cnigyBaHHA 3JT0OBMUCHUX

IHUMOEHTIB
KaHanun WI-F| Ko)KHOoro kopmuctyBava €

LW POBaAHUMMU

EQtopoam Bumarae lungpoBaHoro CrifikyBaHHS MeX
KnieHtom Ta AP —

S
_ S

W
urnon




Bigeo

https://www.youtube.com/watch?v=TVCmcMZ
S3UA
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AK ue npauroe? uron
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TepMIiHN

RO — Roaming Operator
ETLRS — European Top-level RADIUS Servers
FLRS — Federation Level RADIUS Server
|dP — eduroam ldentity Provider
SP — eduroam Service Provider
. NAS — Network Access Element
F-Ticks — Federated Ticker System -
— — 3 uran

™




IHpacTpyKkTYypa

Top level RADIUS server (ETLRS)
National RADIUS Proxy (FLRS)
Institutional RADIUS (IdP and/or SP)
ldentity management system (IdM)
Access Points, switches (NAS)

. Clients (Supplicant)
Monitoring (F-Ticks)

——
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[lpoToKONM Ta Oe3neka

302.1x

Supplicant to AP communication
RADIUS protocol

NAS to IdP communication
EAP protocol

Supplicant to IdP communication

PAP, CHAP, TLS, TTLS, MS-CHAPv2, ...
TLS protocol

Securing FLRS to ETLRS as well as IdP to

FLRS communication
-
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EAP — Protocol Flow

Authentication
Server

Authenticator
o0 | .J CAPWAP /I- Enterprise

EAP Identity Request o

A

Y

EAP Identity Response — Forward Identify to ACS Server —»

4 EAP Request — EAP Type «—— EAP Request — EAP Type

EAP Response — EAP Type » EAP Response — EAP Type—>»

l«—— Authentication conversation is between client and Authentication Server ———»

- EAP Success - EAP Success
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[TlpoTOoKONU aBTeHTUIKaLli

PAP — Password Authentication Protocol
CHAP — Challenge-response Authentication

Protocol

TLS — Transport Layer Security — X.509 authN

TTLS — Tunneled TLS with e.g. PAP
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Eatopoam Ta NREN

HauioHanbHa To4ka Bxoay y rnobanbHnm
Eantopoam

[TigTpnumye poboty FLRS

[Tpokctoe 3anuTun Big SP o IdP ta ETLRS
MoHITOpUTL IHPAcTpYKTypy Aangd |dP

W




Bumoru

Lindoposi ceptudikati LWLO NPpUUMaroTbCA
Entopoam PMA
CepBep 3 nyonivyHoto |IP agpecoto
lpeanbHO ABa cepBepu 3aana HA ym
failover koHdIrypauil.
. Beb cepBep.
OnuioHasibHO cucTtemMa NoLITOBUX PO3CUIOK

| — —
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7K ue npauroe?

BxigHi 3annuTtu1 MapLipyTU3yTbLCA OO0
HauloHanbHoro IdP

nani nepecunattbed o ETLRS

FLRS He 3amiHioe RADIUS naket
MOXXIMBaA TINbKU APINbTpauia neBHUX

aTpubyTis (Hanpuknag BuganeHs Homepy &
VLAN) r— - uran
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IHdbopMmaLUinHi pecypcu

Beb cTopiHKK
HapgatoTb IHbopMaLito ANa KopucTyBadiB Ta
SP
https://eduroam.uran.ua

Crincok po3cUsiku
[ MobanbHUN CAUCOK po3curnku Eatopoam By
/

— —~ uron




EolopoamM Ta oCBITAHCbKA
opraHisauis

ABTEHTUDIKALISA KOPUCTYBaYIB
3B'A3YETbCA 3 nokanbHum |[dM
[liaTpMKa KopucTyBadiB
[lepeBakHO 3a Bce npautoe sk SP
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TexXHIYHI TepMIHN

|dP — aBTeHTIIKaTOp KOPUCTYBaYIB
NAS — MepexeBun cepsic 4OCTyny
AP — ['lyHKT goctyny
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ABTeHTU(IKaTOp KOPpUCTYyBayiB

[IpoBOANTL aBTEHTUMIKALLIIO KOPUCTYBaYIB 3a
ONMoOMoror obpaHoro metoa
|IdP selects authentication method
[lpoBOANTL perncTpalito KopucTyBadis
|dP noBUHEH MaTU MOXIUBICTb TOYHO
_ IAEeHTNMIKYBATU KOpUCTyBaya nepcoHansHo
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CynnikaHT

[lporpamHe 3abe3neyeHHa Ha boui KnieHTa sike 3abe3neyye
aBTeHTUIKaLUio KrieHTa no npotokony EAP

CTBOpIOE 3axuLLeHnn TyHenb oo IdP

[lepenae obnikoBi AaHHI KopucTtyBada o |dP

3axuvuiae nepegadvy gaHux Big KoMmn'rtoTepa Kopuctysada

no AP
[MpucyTtHin B Windows, Mac OS, Linux, Android, IOS, ...
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NAS

WiFi obnagHaHHA gocTyny
[ToBMHHO nigTpumyBaTn 802.1X

3B'a3yeTbca 3 |[dP no RADIUS npoTokony
Mae oanH napons 3 IdP

WiFi 3axuweHictb: WPA2/AES
. BigkpuTi nopTtu

see 6.3.3 in eduroam Service Definition
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Bumoru

LindppoBun ceptmndikaTt Sknm moxe bytu
npunHaTum FLRS
[Hony4yeHHA 00 nokanbHOI 6a3n KopucTyBadis
CepBep 3 «binumn» |IP agpecamu
B iaeani agBa cepBepu Ana HaglMHOCTI
. OnuioHanbHO (ane ayxe baxxaHo) MaTu
MepeXy NyHKTIB 4OCTyny
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IHdbopMmauinHI pecypcu

Beb cTopiHKka Ta KOHTaKTHa nowuTta Ans
NIATPUMKN KOPUCTYBaYIB
Hapae iHdopMmauito gk goegHaTucs oo
Eantopoam
Hapae iHdopmauio 0 fIokanbHUX
. OOMEXEHHSAX
AKI NOpTW 3aKPUTU/BIOKPUTH By
NianazoH NAT/AR. uron
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Hxepena

https://www.eduroam.org
https://eduroam.uran.ua




